Med-Legal Photocopy Service

P.O. Box 1288
West Covina, CA 91793
(909) 592-0093 FAX (909) 599-7572 E-Mail: info@getrecords.COM

Dear Sir or Madame:

This letter is being presented to you because you have asked that Med-Legal sign a
Business Associate Agreement under HIPAA Regulations before you will release records
to us. We are very familiar with the HIPAA regulations and can assure you that such an
agreement is NOT required (nor should it be used) when a Subpoena or signed
Authorization has been served by Med-Legal.

The Standards for Privacy of Individually Identifiable Health Information Regulation
Text covers when and how you (herein “Covered Entity”’) must release Patient Health
Information (herein “PHI”) to a third party. The pertinent sections cited below have been
attached for your convenience. CFR §164.502 — Uses and disclosures of protected health
information: general rules details the only situations (items ‘a’ through ‘j’) whereby some
or all of the PHI records in your possession may be disclosed. Authorizations and
Subpoenas are listed under subsection (a) which describes a “Standard” disclosure:

[] Authorization: CFR §164.502 subsection (a)(1)(iv) instructs you to disclose
PHI records in a “Standard” manner when served with a signed Authorization. No
Business Associate Agreement is required under this subsection. Your actions
regarding this Authorization are also governed by California Evidence Code §1158,
which requires release of said records to Med-Legal, Inc. within 5 business days,
and limits the fees you may charge to only $15.

H Subpoena: CFR §164.502 subsection (a)(1)(vi) instructs you to disclose PHI
records in accordance with any document or procedure defined under CFR
§164.512, which includes subsection (e) (ii) In response to a Subpoena... Neither
section requires a Business Associate Agreement, nor should one be used in
response to a Subpoena, Discovery Request or Court Order.

Subsection (a) has nothing to do with Business Associates or a Business Associate
Agreement. You will find that information further down the text in subsection (e).

Business Associate: Companies or individuals with whom the Covered Entity (you)
have contracted with for something like Billing, Transcribing, scanning files to computer
imaging systems, etc. where the person or company may have access to PHI records would
fall under subsection (e) and require a Business Associate Agreement. Med-Legal does
NOT fall into that category. Med-Legal is NOT doing business with you. Med-Legal has
served you with an Authorization or Subpoena which is an entirely different process and
clearly falls under CFR §164.502 subsection (a), not (e).



Look at it this way: you are a witness in a litigation matter to which you are not a party
and not a business associate to any of the related parties or their agents (in this case Med-
Legal).

A Business Associate Agreement includes responsibilities and hold-harmless clauses
that are far beyond the scope of the Subpoena/Authorization process we are performing.
Therefore, you can imagine our reluctance to sign such a document when it clearly isn’t
required by the Regulation.

We understand the concerns and confusion these new Regulations have caused your
company and are here to assist you in complying with our Authorization or Subpoena.
Please feel free to contact the undersigned if you have any further questions or concerns.

Sincerely,

J. Patrick Joyce

Attorney at Law

Med-Legal, Inc.

(626) 653-5160, Extension 210
PatJ@GetRecords.com

Attachments:
HIPAA Sections 164.510 and 164.512

P.S. — You may view the entire text of the Regulation, as well as view other information
regarding HIPAA at http://www.getrecords.com/HIPAA.asp.
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as amended, 20 U.8.C. 1232 g;

(ii} Records described at 20 TL.S.C.
1232} 4 HBKiv); and

(i1} Employment records held by a
covered entity in its 1ole as employer.

Psychotherapy rotes means notes recorded

in any medium} by a health care provider
] health professional
documenting or analyzsg the contents of
conversation during a private cd I
session or a group, joint, or family counselT
session and that are separated ffom the rest of
the individual's medical record.
Psychotherapy kotes excludes medication
prescription and monitoring, counseling
session start and stop times, the modalities
and frequencies of treatment furnished,
results of climical tests, and any summary of
the following items: diagnosis, functional
status, the treatment plan, symptoms,
prognosis, and progress to date.
whiic health authoriyy means an agency or
authOsgy ofthe United States, a State, a
territory, litical subdivision of a State or
territory, or an wdian trihe, or a person or
entity acting under ant of authority from
or contract with such pubis

is responsible for public health matters as p
of its offi cial mandate.

ired by law means amandate

that compels an entity to
make ause or discld of protscted health
infommation and that is enfor in a court
of law. Required by law includes, ot
limited to, court orders and court-ordered
warmants; subpoenas or snmmons issued by a
court, grand jury, a governmental or tribal
inspector gemeral, or an administrative hady
amthorized to requirs the production of
information; 4 civil or an authorized
investigative demand; Medicare conditions of
participation with respect to health care
providers participating in the program; and
statutes or regulations that re quire the
production of infomm ation, including statutes
or regulations that requirs such information 1f
paymment is sought under a government
program providing public benefits.

Research means a systematic investigation,
including research development, testing, and
evalation, designed to develop or contributs
to generalizahle kmowledge.

Treatment means the provision,
coordination, or management of health care
and related services by one or more health
care providers, including the coordination or
management of health care by a health care
provider with a third party; consultation
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hetween health care providers relating to a
patient, or therefiaral of a patient for health
care from one health care provider to another.

Pl means, with respect to individuzally
identifiable health information, the sharing,
employment, application, utilization,
examination, or analysis of such information
within an entity that maintains such
information.

§ 164.502 TUses and disclosures of
protected health information: general
rules.

(&} Standord. A covered entity may not uss
or disclose protected health information,
except as pemmitted or required by this
subpart or by subpart C of part 160 of this
subchapter.

(1} Permitted uses and disclosures. A
covered entity is pemmitted to use or disclose
protected health mformation as follows:

(i) To the individual;

(i1} For treatment, payment, or health care
operations, as parmitted by and in compliance
with § 164.506;

(iii} Incident to & use or disclosure
otherwise permitted or required by this
subpart, provided that the covered entity has
complied with the applicable requirements of
§ 164.502(b}, § 164.514(d}, and § 164.530(c)
with respect to such otherwise pemmitted or
uired use or disclosure;

v} Pursuant to and in compliance with
an suthorization that complies with §
164.508;

(v} Pursuant to zn agreement under, or as
otherwise permitted by, § 164.510; and
(vi} As pamitted by and in compliznce
with this section, § 164.512, or § 164.514(¢},
(©), or (2.

(2} Required discloswres. A covered entity
is required to disclose protected health
information:

(1} To an indivi dual, when requested
under, and as required by §§ 164.524 or
164.52%; and

(i} When required by the Secretary mnder
subpart Cof part 160 of this subchapter to
investigate or determine the covered entity's
compliance with this subpzrt.

(0} Standard: minbnwm Recessary.

(1} Minimum necessary applies. When
using or disclosing protected health
information or when reques ting protected
health information fom another covered
entity, a covered entity must make reasonable
efforts to limit protected health nformation to
the minimmim necessary to accomplish the
intended purpose of the use, disclosure, or
Tequest.

(2} Aininnon recessary does not appl).
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This requirement does not apply to:

(1} Disclosures to or requests by ahealth
care provider for treatment;

(11} Uses or disclosures made to the
individual, as permitted under paragraph
{a}(1}1} of this ssction or as required by
paragraph (a}(2}(1} of this section;

(i} Uses or disclosures made pursuant
to an authorization under § 164.508;

{iv} Disclosures made to the Secretary n
accordsnce with subpart C of part 160 of'this
subchapter;

(v} Uses or disclosures that are required
by law, as described by § 164.512(a); and

(i} Uses or disclosures that are required
for compliance with applicable requirements
of this subchapter.

(¢} Standard: wses and disclosures of
protected health information sulject to an
agreed wpoR FEStFicion. A coversd entity
that has agreed to a restriction pursuant to §
164.522(a¥1} may not use or disclose the
protected health information covered by the
restriction inviolation of such restriction,
except as otherwise provided in § 164,522 (a}.

(d} Standard: uses and disclosures af de-
identified protected health information.

(1} Uses and disclosures to create de-
identified information. A covered entity may
use protected health infommation to create
information that is not ndividually
identifiable health information or disclose
protected health information only o a
business associate for such purpose, whether
or notthe de-identified information is to be
used by the covered entity.

(2} Uisex and discloswres of de-identified
information. Health information that meets
the standard and implementation
specifications for de-identification under §
164.514(a) and (b} s considered nottobe
individually identifizhle health infommation,
i.e,, de-identified. The requirements of this
subpart do not apply to information that has
heen de-identitied in accordame e with the
applicable rsquirements of § 164.514,
provided that:

{1} Disclosure of a code or other means of
record identification designed to enable coded
or otherwise de-identified infonmation to
re-identified constitutes disclosure g
protected health information;

(if} If de-id entifi ed ipfefmation is re-
identified, a coveredentity may use or
disclose such pesfdentified information only
i or required by this subpart.
tandard: disclosures to business
QSSOClates.

(i} A covered entity may disclose
protected health information to & business
associate and may allow a business associate

Subsection
(e) is for
Business
Associates
and is an
entirely
different
subsection
from (a).




... Continuation of §165.502(e)
— Business Associates.

to create orrecetve protectsd health
infomnation on its behalf, if the coversd entity
obtains satisfictory assurance thatthe
business associate will appropriately
safeguard the information.

(ii} This standard does not apply:

(A} With respect to disclosures by a
covered entity to a health care provider
conceming the treatment of the mdividual;

(B} With respect to discloswres by a
group health plan or & health insurance issuer
or HMO with respect to a group health plan
to the plan sponsor, to the extent that the
requirements of § 164, 504(f) apply and are
met; or

(C) With respect to uses or disclosures
by a health plan that is 4 Fovemment program
providing public benefits, if eligibility for, or
enrollment in, the health plan is detemmined
by an agency other than the agency
administaaing thehealth plan, or if the
protected health information used to
detennine enrollment or eligibility inthe
health plan is collected by an agency other
than the agency administering the health plan,
and such activity is authorized by law, with
respect to the collection and sharing of
individually identifiable health information
for the performance of such fanctions by the
health plan and the agency other than the
agency administering the health plan,

(iif} A covered entity that viclates the
satisfactory assurances it provided as a
business associate of another covered entity
will be in noncompliance with the standards,
implanentation specifications, and
requirements of this paragraph and §
164.504(e}.

(2} Implemeniation specification:
documentation. A covered entity mmst
document the satisfactory assurances required
by paragraph (g}(1} of this section through a
written contract or other written agreement or
arrangement with the business associate that
meets the applicable requirements of §
164.504 (e}

(£} Standard. deceased individuals. A
coversd entity mmst comply with the
requirements of this subpant with wspectto
the protected health nformation of 4
deceased individual

(e} 1} Stendard: personral representatives.
As specified in this paragraph, a covered
entity must, except zs provided in paragraphs
(e}(3} and (gh(5} of this section, reata
personal representative as the individual for
purposes of this subchapter.

(2} Bnplementation specification: adulis
and emancipated minors. If under applicable
law a person has authority to act on behalf of
an individual who is an adult or an
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emancipated minor in making dedsions
related to health care, a covered entity must
treat such person as a personal representative
under this suhchapter, with respect ta
protected health infommation relsvant to such
personal reresentation.

(3} Implemeniation specification.
uRemaicipated minors.

(1} Ifunder applicable law a parent,
guardizn, or other person acting @ loco
parentis has authority to act on behalf of an
individual who i3 an unamancipated minor in
making decisions related to health care, a
covered entity must treat such person as a
personal representative under this subchapter,
with respect to protected health information
relevant to such personal representation,
except that such person may not be a personal
Tepresentative of an unemancipated minor,
and the minor has the authority to act as an
individual, with respect to protected health
information pertaining to a health care
service, it

(A} The minor consents to such health
care service; no other consent to such health
care service is required by law, regardless of
whether the consent of another person has
also been obtained, and the minor has not
requested that such person be treated as the
personal represent ative;

(B} The minor may lawfully obtain such
health care service without the consent of a
parent, guardian, or other person acting in
loco parentis, and the minor, a court, or
another person authorized by law consents to
such health care service; or

(C} A parent, guardian, or other person
acting in loco parentis assents to an
agreement of confidentiality between a
covered health care provider and the minor
with respect to such health care service.

(1} Notwithstanding the provisions of
paragraph (g} 331} of this section:

(A} If, and to the extent, permitted or
required by an applicable provision of State
or ather law, including applicable case law, a
coversd entity mey disclose, or provide
access in accordance with § 164,524 to,
protected health information about an
unemancipated minor to & parent, guardizm,
or other person acting i loco parentis,

(B} It, and to the extent, prohibited by
an applicable provision of State or other law,
meluding applicable case law, a covered
entity may not disclose, or provide access m
accordance with § 164.524 to, protected
health information about an unem ancipated
minor to & parent, guardian, or other person
acting in loco parentis; and

(T} Where the parent, guardian, or other
person acting # {oco pargriis, is not the
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personal representative under paragraph
(E}3HANAY (B), or (C) of this section and
where there is no applicable access provision
under State or other law, including case law,
covered entity may provide or deny access
under § 164.524 to a parent, guardian, or
other person acting éx {oco parentis, if such
action 1s consistent with State or other
applicahle law, provided that such decision
must be made by a licensed health care
professional, in the sxercise of professional
judgment.

(4} Implementation specification:
deceased individuals. Tfunder applicable Taw
an executor, admini strator, or other person
has authority to act on behalf of a deceased
mndividual or of the individual's estate, a
covered entity must treat such person as a
personal representative under this subchapter,
with respect to protected health infonmation
relevant to such personal representation.

(5} Implementation specification: abuse,
reglect, endangerment Siaions.
MNotwithstanding a State law or any
requirement of this paragraphto the contrary,
a covered entity may elect not to treat a
person as the parsonal representative of an
individual if:

(i} The covered entity has & reasonahle
helief that:

(A} The individual has heen or maybe
subjected to domestic violence, abuse, or
neglect by such person; or

(B} Treating such person as the personal
representative conld endanger the individual;
and

(if} The covered entity, in the exercise of
professional judgment, decides that it is not
in the hest interest of the individual to treat
the person as the individual's personal
Tepresent ative,

(h} Standard: confidential communications.
A covaed health care provider or health plan
must comply with the applicable
requirements of § 164,522 (b} in
communicating protected health infonmation.

(1} Standard. wses and disclosures
corsistent with rotice. A covered entity that
is required by § 164,520 to have a notice may
not use or disclose protected health
infommation in & manner inconsistent with
such notice. A covered entity that is required
by § 164.520(b}(1}(iii} to include a specific
statemnent in its notice if it intends to engage
in an activity listed in §

164,520 1K HA(C), may not use or
disclose protected health information for such
activities, unless the required statement is
included in the notice.

(i} Standard: disclosures by whistleblowers
and workforce member crime victims.

=3



§164.512 includes Subpoenas and is referenced in
§164.502(a)(1)(vi) as a “Standard” Disclosure. See subsection

(e) on the following page.
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and

(B} In the individual's hest intersst &
detenmined by the covered health care
provider, in the exercise of professional
judgment.

(i} The covered health care provider
must inform the individual and provide an
opportunity to object to uses or disclosures
for directory purp oses as required by
paragraph (a}(2} of this section when it
becomes practicable to do so.

(b} Standard: wees and disclosures for
involvement in the individual 's care and
notification purposes.

(1} Permitted wses and disclosures.

(i} A covered entity may, in accordance
with paragraphs (W}(2} or (3} of this section,
disclose to a family member, other relative, or
a close personal friend of the individual, or
any other person identified by the individual,
the protected health mformation directly
1elevant to such peson’s involvemment with
the individual’s care or payment related to the
individual’s health care.

(i1} A covered entity may use or disclose
protected health nformation to notify, or
assistin the notification of (including
identifying or locating}, a fumily member, a
personal representative of the individual, or
another person responsible for the care of the
individuzl of the individual’s location,
general condition, or death. Any such use or
disclosure of protected health information for
such notification purp oses must be in
accordance with paragraphs (032}, (3}, o (4}
ofthis section, as applicable.

(2} Uses and disclosures with the
individual present Ifthe individual is
present for, or otherwise available prior to, a
use or disclosure pemmitted by paragraph
(h}(1} of this section and has the capacity to
make health care decisions, the covered entity
may use or disclose the protected health
infommation if it:

(i} Obtains the individual’s agreament;

(i1} Provides the individual with the
opporunity to object to the disclosure, and
the individual does not express an ohjection;
or

(111} Reasonahly infers from the
circurmstances, hased the exercise of
professional judgment, that the mdividual
does not ohject to the disclosure.

(3} Limited uses and disclosures when the
indfvidual & not present. If the individual s
not present, or the opportunity to agree or
object to the use or disclosure cannot
practicably be provided because of the
individual’s incapacity or an emergency
ciroumstance, the covered entity may, in the
exercise of professional mdgment, determine

whether the disclosure is in the best interests
of the individual and, if'so, disclose only the
protected health information that is directly
1elevant to the person’s involvement with the
individual’s health care. A covered entity
may use professional judgment wnd its
experience with common practice to make
reasonahle inferences of the individual s best
interest in allowing & person to act on behalf
of the individual to pick up filled
prescriptions, medical supplies, X-tays, or
other similar forms of protected health
information.

(4} Use and disclosures for disaster relief
purposes. A coversd entity may use or
disclose protected health information to a
public or private entity authorized by law or
by its charter to assist in disasterrelief efforts,
for the purpose of coordinating with such
entities the uses or disclosures pemmitted by
paragraph (b}(1}(ii} of this section. The
requirements in paragraphs (b}(2} and (3} of
is section apply to such uses and disclosure
o the extent that the covered entity, in the
xercise of professional judgment, determines
at the requirements do not interfere with the
ahility to respond to the emergency
Curnstances.

§£164.512  TUses and disclosures for which
an authorization or opportunity to agree
or object is mot required
A covered entity may use or disclose
protected health information without the
written authorization of the individual, as
described in § 164,508, or the opportunity for
the individual to agree or object as described
in § 164.510, in the sinations covered by this
section, subject to the applicable
requirements of this section. When the
covered entity is required by this section to
infomn the ndividual of, or when the
individual may agree to, a use or disclosure
permitted by this section, the covered entity’s
information and the individual's agreement
may be given orally.

(&} Standard: wses and disclosures required
by law.

(1} A covered entity may use or disclose
protected health information to the extent that
such use or disclosure is required by law and
the use or disclosure complies with and is
limited to the relevant requirements of such
Taw.

(2} A coversd entity mmst meet the
requirements described in paragraph (c), (e},
ar (f} of this section for nses or disclosures
required by law.

(0} Standard: wees and disclasures for
public health activities.

(1} Permitted disclosures. A covered
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entity may disclose protected health
information for the public health activities
and purposes described in this paragraph to:

(i} Apublic health authority that is
authorized by law to collect orreceive such
information for the purposs of preventing or
cortrolling disease, Injury, or disahility,
including, but not limited to, the reporting of
disease, injury, vital events such as birth or
death, and the conduct of public health
surveillance, public health investigations, and
puhblic health interventions; or, at the
direction of a public health authority, to an
official of'a foreign government agency that
is acting in collaboration with & public health
authority;

(i} A public health authority or other
appropriate government authority authorized
by law to receive reports of child abuse or
neglect;

(i1} A person subject to the jurisdiction
of the Food and Drug Administration (FDA}
with respect to an FDA -regulated product or
activity for which that person has
responsibility, for the pumpose of activities
related to the quality, safety or effectiveness
of such FDA-regulated product or activity.
Such purposes include:

(A} To collect or report adverse svents
(or similar activities with respect to food or
distary supplements), product defects or
problems (including problems with the use or
labeling ofa product}, or biclogical product
deviations;

(B} To rack FDA-regulated products;

(T} To enahle product recalls, Tepairs, or
replacement, or lookhack (including locating
and notifying mdividuals who have received
products that have been recalled, withdrawn,
or are the subject of Tookhack}; or

(D} To conduct post marketing
surveillance;

(iv} A person who may have been
exposed to a communicable diseass or may
otherwise be at dsk of contracting or
spreading a disease or condition, if the
coversed entity or public health anthority is
authorized by law to notify such person as
necessary i the conduct of a public health
intervention or investigation; or

(v} An employer, about an individual
who is a member of the workforce ofthe
employer, if:

(A} The covered entity is a covered
health care provider who is a member of the
waorkforee of such employer or who provides
health care to the individuzl at the request of
the employer:

(£} To conduct an evaliation elating
to medical surveillance of the workplace; or
2} To evaluate whether the individual



has a work related illness or injury;

(B} The protected health information
that is disclosed consists of findings
concerning a work-related illness or injury or
& workplace-related medical surveillance;

(C} The employer needs such findings
in order to comply with its obligations, under
29 CFR parts 1504 through 1928, 30 CFR
parts 50 through 50, or under stats law having
a similar purposs, to record such illness or
imjury or to camy out responsibilities for
wokkplace medical surveilkmce; and

(D} The coversd health care provider
provides written notice to the individual that
protected health information relating o the
medical survelllznee of the workplace and
work-related illnesses and injuries is
disclosed to the employer:

(I} By giving & copy of thenotice to
the individual at the time the health care is
provided; or

(2} If the health care is povided on the
wotk site of the anployer, by posting the
notice in a prominent place at the location
where the health care is provided.

(2} Permitted uses. Ifthe covered entity
also is a public health suthority, the coversd
entity is pemmitted to use protected health
information in all cases In which it is
permitted to disclose such information for
public health activities under paragraph (b}(1}
ofthis section.

(c} Standard: disclosures about victims of
abuse, neglect or domestic violence

(13} Permitted disclosures. Except for
reports of child abuse or neglect permitted by
paragraph (h}{1}{ii} of this section, a covered
entity may disclose protected health
infommation shout an individual whom the
covered entity reasonably believes to be a
victim of abuse, neglect, or domestic violence
to a government authority, including a social
service or protective services agency,
authorized by law to receive reports of such
abuse, neglect, or domestic violence:

(i} To the extent the disclosure is required
by law and the disclosure complies with and
is limited to the relevant requirements of such
law,

(1} If the individual agress to the
disclosure; or

(111} To the extent the disclosure is
expressly authorized by statute or regulation
and:

(A} The covered entity, in the exercise
of professional mdgment, believes the
disclosure is necessary to prevent serious
harm to the individual or other potential
victims; or

(B} If the individual is unable to agree
hecauss of incapacity, a law enforcement or
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other public official authorized to receive the
report represents that the protected health
infommation for which disclosure is sought is
not intended to be used against the individual
and that an immediate enforcament activity
that depends upon the disclosure would he
matenallyand adversely affected by waiting
unti] the individual is able to agree to the
disclosure.

(2} Informing the individual. A coversd
entity that makes a disclosurs permitted by
paragraph (c}(1} of this section must
promptly inform the individual that such a
report has been or will be made, except ift

(1} The covered entity, in the sxercise of
professional judgment, believes informing
the individoal would place the individual at
risk of serious harm; or

(11} The covered entity would be
informing & personal representative, and the
covered entity reasonably believes the
personal representative is responsible for the
abuse, neglect, or other injury, and that
informing such person would not be in the
best interests of the individual as determined
by the covered entity, In the exercise of
professional judgment.

(d} Standard . uses and disclosures for
health oversight activities

(1} Permitted disclosures. A covered
entity may discloss protected health
information to a health oversight agency for
oversight activities authorized by law,
including andits; civil, administrative, or
criminzl investigations; inspections; licensure
or disciplinary actions; civil, administrative,
or criminal proceedings or acti ons; or other
activities necessary or appropriate oversight
of:

(1} The health care system;

(1} Governrment benefit programs for
which health information 1s relevant to
bene ficiary eligibility,

(111} Entities subject to govermment
regulatory programs for which health
information is necessary for determming
compliance with program standards; or

(v} Entities subject to civil ri ghts laws
for which health information is necessary for
determining compliance.

(2} Exception to health oversight
activities. For the purpose of the disclosures
pemmitted by paragraph (31} of this section,
a health oversight activity does not include an
investigation or other activity in which the
individual is the subject of the investigation
or activity and such investigation or other
activity does not arise out of and is not
directly related to:

(1} The receipt of health care,

(if} A claim for public henefits related to
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health; or

(1i{} Qualification for, or receipt of,
public benefits or services when a patient’s
health is integral to the claim for public
benefits or services.

(3} Joint activities oF trvestigations.
HNothwithstan ding paragraph (%2} of this
section, if a health oversight activity or
Imvestigation 1s ¢ onducted in comjunction
with an oversight activity or investigation
relating to a claim for public benefits not
related to health, the joint activity or

investigation is considered a health oversight
activity for purposes of paragraph (d} of this
section.

(4} Permitted uses. Ifa covered entity also

Subpoenas

1s & health oversight agency, the covered
entity may use protected health information
for health oversight activities as permitledi;/
paragraph (d} of this ssction.

(e} Standard: disclosures for fudicial ard
administrative proceedings

(1} Permitted disclosures. A coversd

entity may disclose protected health
information in the course of any judicial or
administrative proceeding:

(i} In response to an order of a court or
administrative tribunal, provided that the
covered entity discloses only the protected
health information expressly authorized by
such order; or

(i1} In response to & subpoens, discovery
request, or other lawful process, that is not
accompanied by an order of a court or
administrative tobumnal, 1f

(A} The coverad entity receives
satisfactory assurance, as described n
paragraph (e} 1)1} ofthis section, fiom the
party seeking the information that reasonahle
efforts have heen made by such party to
ensure that the individual who is the subject
of the protected health infommation that has
been requested has been given notice of the
request; or

(B} The covered entity receives
satisfictory assurance, as descnbed in
paragraph (e} 1(iv} ofthis section, fom the
party sesking the information that reasonahle
efforts have heen made by such party to
secure a qualified protective order that mests
the requirements of paragraph (g}(1}(v} of this
section.

(i1} For thepurposes of paragraph
(e}(1}(i} A} of this section, a covered entity
receives satisfactory assurances fiom a party
seeking protecting health infommation if the
covered entity receives from such party a
written statement and accompzanying
documentation damonstrating that:

(A} The party requesting such
information has made a good faith attempt 1o
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provide written notice to the individual (o1, if
the individual’s location is unlnown, to mail
a notice to the mdividual’s last known
address);

(B} The notice inchide d sufficient
infommation zhout the litigation or procesding
in which the protected health information is
requested to permit the individual toraise an
objection to the court or administrative
tribunal; and

{C} The time for the individual toraise
objections to the court or administrative
trihunal has elapsed, and:

(4} No objections were filed; or

(2} All objections filed by the
individual have been resolved by the court or
the administrative tribunal and the disclosures
heing sought are consistent with such
resolution

(iv} For the purposes of paragraph
(e 1HiB} ofthis section, acovered entity
mecelves satisfactory assurances Tom a party
seeking protected health infomnation, if the
covered entity recel ves from such party a
written statement and accompanying
documentation demonstrating that:

(A} The parties to the dispute ghving rise
to therequest for infommation have agreed to
a qualified protective order :nd have
presented it to the court or administrative
tribunal with jurisdiction over the dispute; or

(B} The party secking the protected
health information has requested a qualified
protective order fiom such court or
administrative trbunal.

(v} Forpurposes of paragraph (e)(1} of
this section, a qualified protective order
means, with respect to protected health
infomnation requested under paragraph
(e} 1}if} of this section, an order of a court or
of an administrative tribunal or a st pulation
by the parties to the Htigation or
administrative proceeding that:

(A} Prohibits the parties ffom using or
disclosing the protected health information
for any purpose other than the litigation or
proceeding for which such information was
requested; and

(B} Requires the return to the covered
entity or destruction of the protected health
infommation (including all copies made} at the
end of the litigation or procseding,

(vi} Notwithstanding paragraph (e}{1(ii}
of this section, a covered entity may disclose
protected health information in response to
lawfil process described in paragraph
(e}(1(ii} of this section without receiving
satisfactory assurince undar paragraph
(e 1}{ii}AY or (B} of this section, if the
covered entity makes reasonable efforts to
provide notice to the individual sufficient 1o
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meet the requirements of paragraph (e} 1}n}
of this section or to seck a gualified
protective order sufficient to meet the
requirements of paragraph (e} 13 (v} ofthis
section.

(2} Other wses apd dizsclosures under this
section. The provisions of this paragraph do
not supersede other provisions of this section
that otherwise permit or restrict uses or
disclosures of protected health infommation.

(£} Standard: disclosures for law
enforcement purposes. A covered entity may
disclose protected health mformation for a
law enforcement purposeto a law
enforcement official ifthe conditions in
paragraphs (f}{1} through ()&} of this section
are met, as applicahle.

(1} Permitted disclosures: pupsuant to
process aid as otherwise required By law. A
covered entity may disclose protected health
information:

(i} As required by law including laws that
1equire the reporting of certain types of
wounds or other physical injuries, except for
laws subject to paragraph (b}(1}(ii} or
(c3(1}{i} of this section; or

(11} In compliance with and as hmited by
the relevant requirements of:

(A} A court order or court-ordered
wargmnt, or a subpoena or sumimons issued by
a judicial officer;

(B} A grand jury subpoena; or

(C} An administrative request, including
an administrative subpoena or swmmons, a
civil or an authorized mvestigative demand,
or similar process mmthorized under law,
provided that:

('} The infommation sought isrelsvant
and material to a legitimate law enforcement
inguiry;

(2} The request is specific and limited
in scope to the extent reasonably practicable
in light of the purpose for which the
infomnation is sought; and

(3} De-identified informati on counld
notreasonably heused.

(2} Permitted disclosures: limited
information for identification and location
purposes. Except for disclosures required by
law & permitted by paragraph (£}(17} of this
section, a covered entity may disclose
protected health information in response to a
law enforcement official’s request for such
information for the purposs of 1dentifing or
locating a suspect, fugitive, matenial witness,
or missing person, provided that:

(1} The covered entity may disclose only
the following mibomation:

(A} Name and address;

(B} Date znd place of'hirth;

(T} Sovial security mumber,
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(D} ABO blood type and 1h factor;

(E} Type of injury;

(F}Date and time of treatment;

(G} Date and time of deuath, if
applicable; and

(H} A description of distinguishing
physical characteristics, including height,
weight, gender, race, hair and eye color,
presence or absence of facial hair (heard or
moustache}, scars, and tattoos.

(11} Except as permitted by paragraph
(£}Z}(i} of this section, the covered entity
may not disclose for the purposes of
identification or location under paragraph
(£}(2} of this section any protected health
information related to the individual’s DNA
or DNA analysis, dental records, or typing,
samples or analysis of'body fluids or tissue.

(3} Permitted disclosure: victims of a
crime. Except for disclosures mquired by law
as pemnitted by paragraph (£3(1} of this
section, a covered entity may disclose
protected health information in response to a
law enforcement official’s request for such
information about an individual who is or is
suspected to be a vietim of a crime, other than
disclosures that are subject to paragraph (b}
or (¢} of this section, if:

(1} The individual agrees to the
disclosurg; or

(11} The covered entity is unable to obtain
the individual's agreement because of
ncapacity or other emergency circumstance,
provided that:

(A} The law enforcement official
represents that such information is needed to
determine whether a violation of law by a
person other than the victim has ocenrmed,
and such information is not intended to be
used against the victim;

(B} The law enforcement o fiicial
represents that immediate law enforcement
activity that depends upon the disclosure
would be materially and adverssly affected by
walting until the individual is ahle to agmee to
the disclosure; and

{C} The disclosure 1s in the best
interests of the individual as deternined by
the covered entity, in the exercise of
professional judgment.

(4} Permitted discloswre: decedents. A
covered entity may disclose protected health
information about an individual who has died
to a law enforcement official for the purpose
of alerting law enforcement of the death of
the individual if the covered entity has a
suspicion that such death may have resulted
from ¢riminal conduct.

(5} Permitied discloswre. crime on
premises. A covered entity may discloseto a
law enforcement official protected health






